This paper addresses and expands on the contents of the recent Letter [Phys. Rev. Lett. 111, 030502 (2013)] discussing private quantum subsystems. Here we prove several previously presented results, including a condition for a given random unitary channel to not have a private subspace (although this does not mean that private communication cannot occur, as was previously demonstrated via private subsystems) and algebraic conditions that characterize when a general quantum subsystem or subspace code is private for a quantum channel. These conditions can be regarded as the private analogue of the Knill-Laflamme conditions for quantum error correction, and we explore how the conditions simplify in some special cases. The bridge between quantum cryptography and quantum error correction provided by complementary quantum channels motivates the study of a new, more general definition of quantum error correcting code, and we initiate this study here. We also consider the concept of complementarity for the general notion of private quantum subsystem.
I. INTRODUCTION
Quantum information processing and computing promises great advances in computational efficiency and the development of new cryptographic schemes. As such technologies continue to progress, techniques to control and manipulate quantum systems are at the forefront of research endeavours for both theoreticians and experimentalists. Simple concepts in classical computation, such as encoding a classical message using a private key and one-time pad, do not translate easily into the quantum setting. In this paper, we explore the algebraic and physical characteristics of privatizing quantum information, notably using subsystems of larger Hilbert spaces. Private quantum subsystems capture an important class of quantum cryptographic protocols as they take into account the ancillary space and allow for the communication of superpositions of states without requiring a full subspace structure. As such, understanding their underlying structure could have an important impact on the development of future cryptographic schemes.
Additionally, the known relationship between quantum privacy and error correction as complementary in the case of operator subsystem codes [1] suggests that progress in the understanding of quantum privacy could lead to further progress in quantum error correction, and vice-versa. In this work, we examine this notion of complementarity in more detail, expanding upon the results presented in [2] , and show that in the general setting the complementarity between privacy and error correction breaks down, but that the expected complementarity is recovered when one considers a certain larger Hilbert space and Stinespring dilation. Furthermore, inspired by the results on private quantum subsystems, a more general definition of quantum error correcting code was presented in [2] . Here we initiate an investigation of this generalized notion, and in particular we show how it is related to operator quantum error correction subsystem codes [3, 4] . This paper is structured as follows: In Section II we review the different notions of quantum privacy, and summarize the results presented in [2] as well as provide the proofs of the main results presented therein on the contrast between private subspaces and subsystems. In Section III we review the algebraic conditions for private quantum subsystems, present the proof of the theorem presented in [2] , and illustrate the conditions in special cases and examples. Section IV discusses complementarity, showing how a straightforward generalization of the complementarity theorem of [1] fails, but that it is recovered on a larger Hilbert space. Section V revisits the general definition of quantum error correcting code presented in [2] and compares it to operator quantum error correction. We conclude in Section VI with possible applications, open questions and future directions of research on this subject.
II. PRIVATE QUANTUM SUBSYSTEMS IN THE ABSENCE OF PRIVATE SUBSPACES
Here we consider the most general known notion of a private quantum code, which involves the encoding of quantum bits into subsystems. Given a Hilbert space S representing our system, we call the Hilbert space A (or B) a subsystem of S if we can write S as S = M ⊕ M ⊥ , where M is a subspace of S that has a specified tensor decomposition as M = A ⊗ B. Given a quantum sys-tem S, the subspaces of S can be viewed as subsystems B for which A is one-dimensional. A subscript such as σ B means the operator belongs to the class of linear operators of the subsystem B, denoted L(B). A quantum channel on S is a completely positive trace-preserving map Φ on L(S).
The question of privacy for subsystems then becomes: Is there a subsystem A that is private for Φ? Formally, we have the following definitions: Definition 1. A subsystem B is a private subsystem for Φ if there is a ρ 0 ∈ L(S) and σ A ∈ L(A) such that Φ(σ A ⊗ σ B ) = ρ 0 ∀σ B ∈ L(B).
(
1)
A subsystem B is an operator private subsystem for Φ if for all σ A ∈ L(A) there is a ρ 0 = ρ 0 (σ A ) ∈ L(S) such that
Operator private subsystems are precisely the private subsystems that are complementary to operator quantum error-correcting subsystems, as discussed in [1] . If a channel Φ has an operator private (or operator errorcorrecting) subsystem, the map Φ becomes a product of channels on the individual subsystems A and B when restricted to the combined product subspace A ⊗ B. That is, since the output is independent of the inputs of both subsystems, the channel acts as Φ(σ A ⊗ σ B ) = Φ A (σ A ) ⊗ Φ B (σ B ) ∀σ A ∈ L(A), ∀σ B ∈ L(B). Observe that such private subsystems cannot exist without the existence of private subspaces; indeed, if equation (2) holds, it follows that every subspace |ψ ⊗ B is private for Φ for any fixed pure state |ψ on A.
The general definition equation (1) was introduced in [5, 6] under the moniker private quantum channels and called completely private subsystems in [7, 8] . However, previous examples that had appeared in the literature [5] [6] [7] [8] had either been of operator type, or were in fact already private subspaces. In [2] we found the first example of a private subsystem that exists even in the absence of private subspaces (and so in particular is not of operator type). We present the full details of this analysis below.
We began our investigation in [2] with a very basic channel: a channel with an equally weighted distribution of the identity I and Pauli Z as the Kraus operators of the channel, Λ(ρ) = (ρ + ZρZ)/2. As argued in [2] , it is clear that no such channel can privatize a single qubit of information as it preserves all Z basis information encoded into the state. However, could a multi-qubit version of such a channel; that is, a channel whose action is the above phase damping channel on each individual qubit i, denoted Λ = Λ n • . . . • Λ 1 , exhibit a private encoding of information? The answer to this question, with regard to private quantum subspaces, is given in the following general result. Proof. Let Φ be a random unitary channel with mutually commuting Kraus operators described by
Since the unitaries U i are mutually commuting, there exists a common eigenbasis {|e j } d j=1 for all of the unitaries such that,
Suppose a non-trivial private subspace C exists. Then there must exist at least two pure states
, where ρ 0 is some fixed density matrix. Then for some scalars β j , γ j ∈ C, we can write
Consider the action of the channel on these states:
Comparing the diagonal terms, where j = k, the inside sum over i is always equal to 1 since the modulus of the eigenvalues is 1, thus the respective coefficients are |β j | 2 and |γ j | 2 . Therefore, if the output of the channel is the same in both cases, we must have |β j | = |γ j |, ∀j. (Observe that this is independent of the orthogonality of |0 L and |1 L ; any two basis states mapped by Φ to the same state would satisfy this coefficient condition.) However, we prove below that no such |0 L and |1 L can form a subspace. Indeed, we can write
where we have, without loss of generality, performed a global phase shift on the two vectors so that the coefficient of |e 1 is real for both vectors (under a global phase shift, the vectors remain orthogonal). We have relabelled the coefficients to reflect the fact that |β j | = |γ j |. Any linear combination of the basis states must additionally be in C by the closure of the subspace under scalar addition. With this in mind, consider the normalized state,
Since such a state must be an element of C, it must satisfy the conditions on the moduli of its coefficients; namely, the jth coefficient must be equal in modulus to |β j |. However, one can clearly see that the modulus of the coefficient of the |e 1 term is equal to √ 2|β 1 | which is not equal to |β 1 | unless |β 1 | = 0. Therefore, we have reduced the basis states to have the form,
where we have performed a global phase shift on both states and redefined the phase on the components |e j , 3 ≤ j ≤ d. By the same argument as above, we can show that all coefficients must be equal to zero in order for the channel Λ to be private while C remains a subspace. As such, there does not exist two orthonormal basis vectors satisfying the requirements for the channel to be private, implying that no non-trivial subspace C ⊂ S exists.
Corollary 3. Let S be n-qubit Hilbert space. Then there exists no subspace C ⊂ S where dim(C) ≥ 2 such that C is private for the channel
Proof. All Kraus operators are tensor products of I 2 and Z, and thus Theorem 2 applies.
For our phase-damping channel Λ, it is impossible to find a non-trivial subspace of encoded qubits that can be completely stored in their off-diagonal elements (recall that Λ fixes the diagonal elements of any input state). However, as we show below, one can find a single-qubit quantum subsystem code, even in the two-qubit case n = 2, that is private for Λ. This highlights the difference between private quantum subspaces and subsystems. We provide details of this encoding presently.
Consider the following logically encoded qubits in twoqubit Hilbert space:
This describes a single qubit encoding, as equation (13) describes the coordinates for a logical Bloch sphere in two-qubit Hilbert space with logical Pauli operators given by We claim that this private code can be viewed as a single qubit subsystem embedded inside two qubit space, where the ancilla operator σ A , from equation (1) , in this case is the single qubit identity operator I 2 ; that is, up to a unitary equivalence the set of operators ρ L can be seen to generate the operator algebra I 2 ⊗ M 2 . To see this, it is enough to show that all two-qubit states ρ of the form ρ = 1 4 (II + αXX + βY I + γZX) can be sent through appropriate unitary gates to obtain ρ ′ of the form ρ
. Since I, X, Y, Z form a basis for M 2 , the claim will follow.
We find that an application of the inverse of the Kgate,
on the first qubit, and applications of CN OT 2,1 and CN OT 1,2 , yields the desired transformation. Indeed, the composition CN OT 1,2 CN OT 2,1 (K † ⊗ I 2 )(·)(K ⊗ I 2 ) CN OT 2,1 CN OT 1,2 acts as:
Thus, we obtain ρ ′ = 1 4 (I 4 + γIX + αIY + βIZ). In particular, by defining the unitary
we see the set of operators U ρ L U † generate the algebra
Thus, this subsystem encoding fits into the framework of the definition of private quantum subsystem; that is, the subsystem defined by the set of operators U ρ L U † is a private subsystem for the channel Λ. In fact, it is a private subsystem that is not operator private. This follows from Theorem 2 together with the complementarity theorem of [1] : If the subsystem was operator private, it would complement an operator quantum error correcting code (discussed in the next section), which would imply the complementary channel also has a correctable subspace code of the same size, and then incorrectly imply that the original channel has a private subspace again by complementarity. For completeness, we will show directly below that this private subsystem is not operator private.
We have shown explicitly that L(C) is isomorphic to I 2 ⊗ M 2 , where C is the set of all private states for Λ,
Then the second qubit in the standard computational basis decomposition A ⊗ B, A = C 2 = B, is private for Λ ′ with σ A = 1 2 I 2 . That is, rather than applying the unitary transformation ρ L → U ρ L U † and sending this resulting state through the channel Λ, we can modify the Kraus operators of Λ by the same unitary U so that Λ ′ is private for
. In this manner, our example directly fits the definition of private subsystem.
For any
we compute
where
Note that this output is symmetric in the subsystems A and B. In particular, Λ
4 I 4 , and so both the first and second computational basis subsystems are private for Λ ′ .
If we were looking at an operator private subsystem here, the channel Λ ′ would split up into two distinct channels acting on systems A and B respectively. Thus, we would have density matrices
Equating this equation with equation (14), we find the system has no solution for general σ A , σ B (equating components forces τ B to be the zero matrix, which then forces Λ ′ (σ A ⊗σ B ) to be the zero matrix). Hence, this subsystem is private for Λ ′ , but not operator private.
III. TESTABLE CONDITIONS FOR PRIVATE QUANTUM CODES
The following theorem was presented in [2] and gives algebraic conditions on the Kraus operators of a channel that are necessary and sufficient for the existence of a private subsystem. These conditions necessarily involve the eigenvalues and eigenvectors of the fixed A state σ A and the output state ρ 0 . We prove the result below. Proof. Consider first the left-hand side of the equation (1) of the definition of private quantum subsystem. Let Φ : L(S) → L(S) be a quantum channel satisfying this definition. Let {V j } be the Kraus operators of Φ. Consider a spectral decomposition σ A = k p k |ψ A,k ψ A,k |, where |ψ A,k and p k are the eigenstates and eigenvalues, respectively, of σ A . We can consider the action of Φ on L(S) as
, but is necessary to obtain the correct dimension when later acted on by V j ). It follows that the Kraus operators of the composi-
On the other hand, the right-hand side of equation (1) can be viewed as a quantum channel
where {|ψ B,i } is an orthonormal basis for the subsystem B, and we have used the fact that |φ l and q l form a spectral decomposition for ρ 0 . The Kraus operators of this map are { √ q l |φ l ψ B,i |} i,l . However, the quantum channels described by the leftand right-hand sides of equation (1) are equal in that, given an arbitrary input σ B , their outputs are equal. Thus we may use a well-known fact regarding equal CP maps with Kraus operators
, respectively, with m ≤ n; that is, they are related via X i = j λ ij Y j for some isometry matrix λ = (λ ij ). When m = n, λ is unitary. It follows immediately from this that for all j, k, we have
The converse implication follows by reversing the above steps, or by direct calculation, to show that equation (15) implies equation (1) is satisfied.
The conditions of Theorem 4 are somewhat intricate in the most general case, so it is worthwhile to give further context and discuss some special cases. We note that this result is new even for the special cases of operator private codes and private subspaces, and, via complementarity, the result can thus be viewed as the quantum privacy analogue of the Knill-Laflamme theorem for quantum error-correcting (subspace) codes [9] and its operator quantum error correction generalization [3, 4] . However, the most general case covered by Theorem 4 may have no analogue in quantum error correction. The next two sections discuss this topic in more detail.
As one would expect, the algebraic conditions can be further simplified in the case of private subspaces; which is captured in the formalism when A is one-dimensional and B is a subspace. In this case, the Theorem statement becomes
ing the inner product of this equation with its complex conjugate, one arrives at the statement P B V † j1 V j2 P B = i1,i2,l q l λ ij1l λ ij2l |ψ B,i1 ψ B,i2 | for all j 1 , j 2 , where P B is the projector onto the B subspace. Here we have a more noticeable connection with the Knill-Laflamme conditions for quantum error correction: P B V † j1 V j2 P B = α j1,j2 P B , where the V j 's are the Kraus operators of the error map and P B is the projection onto the correctable B subspace.
The algebraic conditions of the theorem can also be simplified in the case that ρ 0 is a scalar multiple of a projection, as we now state.
Corollary 5. Suppose the output state ρ 0 of a private quantum channel Φ = {V i } is proportional to a projection: ρ 0 ∝ Q = k |ψ k ψ k |, and P = l |φ l φ l |. It follows that there are scalars u ikl such that for all i
Here A kl are the Kraus operators of the channel X → λ X P .
Thus far in our investigations, most of the physical examples of private codes that we have come across do indeed have a projector output as in this Corollary. Of course, the simplest general class of channels satisfying this condition is the n-qubit complete depolarizing channel. In that case, both P and Q are the maximally mixed state, and the result indicates that any family of Kraus operators for the map will arise as linear combinations, where the scalars are precisely defined with the right balance to induce privacy, of the matrix units |i j|. Another simple (non-unital) example is provided by the spontaneous emission channel. In the single qubit case, the extremal channel from this class is given by Φ(ρ) = |0 0| for all single qubit ρ. Here P is the maximally mixed state and Q = |0 0|, and the result simply states that any Kraus operators for Φ must be balanced multiples of |0 0| and |0 1|.
As a more intricate example in the most general (nonsubspace, non-operator) case of a private code, we point out how the 2-qubit phase damping channel Λ can be viewed from the perspective of this result. The eigenstates of ρ 0 = 1 4 I 4 are |00 , |01 , |10 , |11 , each having eigenvalue 
′ , we compute V j |ψ A,k as follows:
Note that the V j are 4 × 2 matrices formed with 2 × 2 Pauli operators and zero blocks. Recall that we can consider both the left-hand and right-hand side of equation (15) as quantum channels. Moreover, the Kraus operators {X i }, {Y j } of equal quantum channels are related via X i = j λ ij Y j for some isometry λ = (λ ij ). When the number of Kraus operators X i is equal to the number of Kraus operators Y i , λ is unitary. In this case,
for all k, and each V j has a factor of 1 2 , so the coefficient of the left-side of this equation is always
for all i, j, k, l. Thus in our example, we find that λ is the following matrix: 
IV. EXTENSION OF COMPLEMENTARITY
A. Connection to quantum error correction
The Stinespring dilation theorem [10] , gives the standard operational description of a quantum channel: Ev-ery channel Φ on a Hilbert space S can be described by an environment Hilbert space E, a pure state |ψ on E, and a unitary operator U on the composite S ⊗ E as follows: Φ(ρ) = Tr E U (ρ ⊗ |ψ ψ|)U † . Tracing out the system S instead yields a complementary channel:
The uniqueness (up to conjugation by a partial isometry) of the Stinespring dilation allows us to talk of "the" complementary channel Φ ♯ for a given channel Φ [11, 12] . The complementarity theorem of [1] shows that a subsystem code is operator quantum error-correcting for a channel if and only if it is operator private for the corresponding complementary channel. One can then ask if this complementarity theorem extends to the setting of general private quantum subsystems and some more general notion of quantum error correcting code. We show this is not the case in the following discussion, which focusses on the class of phase damping examples considered above. However, in the general discussion that follows, we show how a modified view of the associated dilations recaptures the complementarity result.
For our phase damping channel Λ, we can compute the Kraus operators of the complementary channel Λ We now ask what is the behaviour of the complementary channel on the subsystem B paired with the fixed state σ A ; that is, we compute how Φ ♯ acts on operators σ A ⊗σ B for all σ B . Again, we must be careful: this pairing, which in this case we can identify with the algebra I 2 ⊗ M 2 , is private for Λ ′ , and so we wish to test
We compute the Kraus operators of (Λ ♯ ) ′ to be {B i = U A i U † }, where
Far from being correctable on the algebra I 2 ⊗ M 2 , the complementary channel (Λ ♯ ) ′ (with the proper unitary transformation) is completely depolarizing. All information is lost, so there is no possibility of the channel being correctable in any sense. In fact, note in this case that the Kraus operators of the complementary map Λ ♯ are four orthogonal rank-one projectors in two-qubit Hilbert space, and in particular the map determines a von Neumann measurement.
However, one can rightly ask if the dephasing map Λ and its complementary map are both private, where does the quantum information go? Figure 1 illustrates the isometric extension of the dephasing channel, along with the encoding of the information from the algebra I 2 ⊗ M 2 to a state of the form of equation (13).
Isometric extension of the two-qubit dephasing channel Λ = Λ2 • Λ1. The extension of the channel to be a unitary transformation is given in the solid box (-) by introducing ancilla qubits 4 and 5. The dashed box (--) contains the encoding of ρ of the form in equation (13) into the algebra I2 ⊗ M2. The dotted box (· · · ) gives a particular preparation of the mixed state for the subsystem encoding, using a "mixing ancilla" that is traced out for both the channel Λ and its complementary channel Λ ♯ .
As Figure 1 shows, the isometric extension of the channel to a larger Hilbert space, where the state evolution is described by unitary evolution, can be achieved using two extra qubits. Moreover, in order to purify the mixed state used in the subsystem encoding, one could use an additional "mixing ancilla". Such an ancilla would be traced out both for the dephasing channel Λ and its complementary channel Λ ♯ . By definition of the unitary extension of the channel, the channel mapping Λ(ρ) can be obtained by tracing out the final two qubits as well as the mixing ancilla. The complementary channel is obtained by tracing out qubits 1 and 2 as well as the mixing ancilla. As shown above, both of these outputs are private. However, what if one had access to the information stored in the mixing ancilla? The role of this state is to twirl the second qubit to obtain a mixed state, however, if one now had access to this state the overall evolution of the channel is no longer on a subsystem encoding, but rather it would be on a subspace encoding that included the mixing ancilla itself. Define U Λ as the full unitary evolution described in Figure 1 , and letρ = ρ ⊗ |0 0| ⊗ |+ +| ⊗ |0 0| ⊗ |0 0| be the input state into the unitary evolution. The dephasing channel is given by Tr 345 (U Λρ U † Λ ), where we trace out qubits 3 (the mixing ancilla), 4, and 5. If we now look at the output on registers 345, the channel Tr 12 (U Λρ U † Λ ) must describe an operator quantum error-correcting code as it is the complement to a channel that is an operator private quantum channel. It is clear that this is not the complementary channel in the sense of the isometric extension, as we are adding on an extra level of operations, namely the mixing of the qubit |0 using a mixing ancilla (and then considering the mixing ancilla as qubit 1 of a larger Hilbert space). However, in this modified notion of the complementary channel we find the quantum information that was lost. We can thus conclude that the mixing ancilla plays an important role in the perseverance of global quantum information, and that the information must be stored in the correlations between this space and one of the two output spaces.
More generally, given a private subsystem L(B) for a channel Φ (with fixed mixed state σ A ∈ L(A)), one can formalize the notion of a correctable complementary channel in a similar fashion. Let σ A = N i=1 p i |ψ i ψ i | A and define a mixing ancillary Hilbert space L(M ) containing N basis states. The mixing ancillary space L(M ), as in the example, is used to apply a controlled unitary operation U i based on the state |ϕ A in L(A), and the unitaries U i are chosen such that 
The private quantum subsystem channel can then be expressed as follows:
The transformation within the parenthesis is a unitary transformation, as U Φ is a unitary defined by the isometric extension of the channel Φ (that is, by Stinespring's dilation theorem), where we have introduced the ancillary system K to form the isometric extension with |ζ K being a fixed pure state. The unitary U MA corresponds to the transformation in order to prepare a mixed state σ A , after tracing out over the mixing ancillary space M . Since the transformation within the brackets is a unitary transformation, if the output state of the channel contains no information about the input state σ B , the quantum information must be completely contained in the traced out subsystem: the M K subsystem. That is, if one traced out the output space, and we were left with the M K subsystem, such an output would necessarily be correctable since all quantum information is contained in that system. That is to say, the generalized conjugate channel
has the feature that B is error-correctable for it. The generalized form of a private quantum subsystem can thus be summarized as a unitary transformation on an extended Hilbert space by the circuit in Figure 2 . If we consider the action of the private subsystem channel Φ via the isometric extension U Φ , then the Kraus operators of the original channel can be expressed as follows (without the extension to the mixing ancilla space M ):
where the Kraus operators of the channel Φ are given by
In a similar manner, the Kraus operators of the complementary channel Φ ♯ are given as follows:
Generalized form of extending a private quantum subsystem channel to a unitary transformation via Stinespring's dilation theorem. The subsystem σA ⊗ σB that encodes the arbitrary state of quantum information σB is prepared by entangling an ancillary pure state mixing ancilla |Θ Θ|M with a chosen pure state |ϕ ϕ|A via the unitary UMA and tracing out over the mixing ancilla space M . This operation corresponds to the dotted box in Figure 1 . The action of the private quantum channel Φ can also be extended to a unitary transformation over a larger Hilbert space, as described by the action of UΦ on systems ABK by introducing the ancillary state |ζ ζ|K , as described in Eq. 16. The unitary transformation UΦ corresponds to the dashed and solid boxes in Figure 1 . The complementary channel is defined on the output space of the extension of the channel Φ, and therefore corresponds to the final state on system K, yet in general will not be quantum error correctable for an arbitrary subsystem channel. However, a generalized conjugate channelΦ can be constructed on the Hilbert space M K, as described in Eq. 17, which will necessarily be a quantum error correctable channel since the overall extension is a subspace channel.
where the Kraus operators are given by {Q j = j| AB U Φ } j . Finally, in order to extend the input space to be a subspace, rather than a subsystem, the ancillary mixing state is introduced. Defining the generalized complementary channelΦ as above, the Kraus operators of this channel can be defined on the extended Hilbert space as follows:
where the Kraus operators of the generalized complementary channelΦ mapping to the M K Hilbert space are related to the Kraus operators of the complementary channel Φ ♯ via the relationship {R k = (I M ⊗ Q k )U MA } k . As outlined above, this channel must be quantum error correcting, and as such must satisfy the Knill-Laflamme conditions [9] :
For any generalized private subsystem channel there must be the existence of a higher dimensional Hilbert space such that the above Knill-Laflamme conditions for quantum error correcting hold for a set of Kraus operators related to the Kraus operators of the complementary channel of the original private subsystem channel.
B. Generalized channels on subspace and subsystem encodings
A common theme throughout this work has been that encoding into a subsystem, rather than a subspace, generates an increased freedom in the types of channels that can be used to privatize quantum information. In this section we explore this notion further, explicitly showing that the set of unitaries that can be used to privatize quantum information in a subsystem code are inherently richer than those for subspace codes. We shall focus on the case of encoding a single qubit of information into either a two-qubit subspace or a two-qubit subsystem.
Consider an arbitrary encoding of a single qubit into a two-qubit subspace:
where |0 L and |1 L represent the logically encoded states in a higher dimensional Hilbert space. An arbitrary CPTP map can be described as a transformation of the encoded basis states to a larger dimensional Hilbert space, after which a trace is taken in the environment. Any arbitrary transformation can be described as follows:
where the states |E m ij are arbitrary environment states, that are not necessarily normalized or orthogonal. The environment states are the states on the ancillary qubits when expressing the final state in the computational basis of the first two qubits. Tracing out over the environment states, the resulting entries of the two-qubit mixed states have a particular form:
this imposes a set of conditions on the environmental states in order for the output on the first two qubits to be private, namely the terms after tracing out can yield no information about the input state as described by α and β. Consider now the same isometric extension mapping along with the inclusion of a third qubit that will serve as a mixing ancilla. The encoding operation is now generalized to a three qubit encoding, which upon tracing out the mixing ancilla will return the subsystem encoding on qubits 1 and 2. The generalized mapping is modified to include the third qubit.
The generalized form of the mixed state entries on the first two qubits thus have the form
therefore, by comparing equations 18 and 19, we find that in the case where a mixing ancilla has been introduced the set of conditions upon privatizing the output on the first two qubits is looser in terms of the environment states. Namely there is a freedom in choosing the environment states such that certain terms can cancel out to yield no information; this freedom does not exist in the case of a pure state encoding. We explore these set of conditions in more detail in Appendix A.
V. QUANTUM ERROR CORRECTION REVISITED
In this Section, we revisit the notion of an operator quantum error correctable subsystem and its parallels to private quantum subsystems. We begin with the definition of an operator quantum error-correcting code [3, 4] .
⊥ and let E be a channel acting on L(S). Then B is an operator quantum error correcting code (OQECC) for E if there exists a quantum channel R such that for all σ A , for all σ B , there exists some fixed state
The discussion of private subsystem versus operator private subsystem in this work and [2] motivates the following observation: The notion of an operator quantum error-correcting subsystem can be expanded to mimic the general definition of a private quantum subsystem. We proposed the following definition in [2] , which can be seen as the QEC analogue of equation (1):
⊥ and let E be a channel acting on L(S). Then B is a generalized operator quantum error correcting code (GenOQECC) for E if there exists a quantum channel R for which there exists a fixed state σ A and a state τ A = τ A (σ A ) (dependent on σ A ) such that for all σ B , we have
Clearly no generality is lost in this definition by setting
Example 8. Consider the following example of a generalized operator quantum error correcting code. Let
|x x| be the fixed ancilla state, a mixed 4-qubit state, where the states |x are the set of (four) computational basis states with Hamming weight 1. The weighting p can be thought of as a probability of failure of preparing a desired ground state |0 for the purpose of error correction, where we have omitted higher order p terms. Let σ B be any single qubit state. The encoding of the subsystem code is a controlled operation from qubit B which targets all qubits of the state σ A with a controlled-X, we shall call such an encoding operation U AB . The error map will be the probabilistic application of an X error on any of the 5 encoded qubits given by the set of Kraus operators
, where ǫ i is the probability of the error X i occurring (X 0 denoting the identity operation). The application of such an error map will produce the following mapping on the encoded state for an arbitrary B state |ψ B = α|0 + β|1 ,
where we have defined |x = X ⊗5 |x . One can notice that the error map will flip at most one bit. This is important as the encoded |0 terms have weight 0 or 1 for all terms, while the encoded |1 have weight 4 or 5. This means that after the application of the error map, the encoded |0 will have a weight between 0 and 2, while the encoded |1 will have weight between 3 and 5. The recovery operation will then perform a weight check using measurement in the computational basis, associating all states with weight ≤ 2 to an encoded |0 and all states with weight ≥ 3 to an encoded |1 state. As such all X i errors are corrected. Since this error correction procedure works for an arbitrary pure state encoding of σ B , it will necessarily work for the full set of states in L(B). That is, B is a generalized operator quantum error correcting code for E.
It is worth noting that the error correction procedure does not work if we chose the ancillary mixed state to be outside the set of states of weight 0 or 1. Consider a particular example of a 4-qubit state of weight 2, given by σ A = |1100 1100| A . We shall show that encoding using such an ancillary state will not correct the error map for a particular choice of |ψ ψ| B = |0 0| B . The action of the error map is as follows:
The recovery operator maps all states that correspond to either no error or errors on the first 2 qubits to the correct state |0 0|, this is since the action of the error map returns a state of weight 1 or 2. However, for an error that occurs on qubits 3 through 5, the state state before the action of the recovery operator is now of weight 3, which will then be mapped to the state |1 1| by the definition of the action of recovery operator. Thus, as long as there is a non-zero probability of an error on the last 3 qubits, the action of the error map will result in the recovery of an incorrect state, as the state does not have the form τ A ⊗ σ B . Similarly, for any choice of ancillary state σ A of weight greater or equal to 2 there will exist a state |ψ ψ| that will result in faulty error correction. Therefore, we know that the GenOQECC corrects for the error map { √
for the given fixed state, and will not be error correcting for ancillary states with weight greater or equal to 2. However, it is worth noting that as long as only one of the qubits has a preparation error (therefore weight 1), the value of p does not matter. Thus, the channel E is correctable for all σ B and for all σ A of weight 0 or 1; but, it is not correctable for any arbitrary σ A ∈ L(A) (that is any 4-qubit state in the ancillary space). Hence, if we consider the full 4-qubit ancillary Hilbert space L(A), we will not have an operator quantum error correcting code (OQEC) on such a space.
This example shows that a GenOQEC code may not be an OQEC code for a given error map. Nevertheless, the following result shows that whenever a GenOQECC exists, we can still find an OQECC for the map of the same dimension. To find such a code we must consider the ancilla A more carefully.
⊥ and channel E on L(S), suppose there exists σ A and channel R on L(S) such that for all σ B ,
Then there exists |α ∈ A and channel R α on L(S) such that for all σ B ,
in other words, the subspace α ⊗ B is an error-correcting code for E.
Proof. First let |ψ ∈ B and put P = |ψ ψ|. Let {|α k } be the normalized eigenvectors of σ A so that σ A = m k=1 p k |α k α k | where 0 < p k ≤ 1. By assumption and using the positivity of R • E we have for all k,
It follows that there are positive operators
We can trace-normalize to write R • E(|α k α k | ⊗ P ) = σ ψ,k ⊗ P for all k, where σ ψ,k are now density operators. In fact, the operators σ ψ,k do not depend on |ψ . To verify this claim, for brevity we shall assume dim B = 2. The case of general B easily follows. So let |ψ i , i = 1, 2, be an orthonormal basis for B. Let P i = |ψ i ψ i |, i = 1, 2, and put P ± = |± ±| where |± = 1 √ 2
(|ψ 1 ± |ψ 2 ). Fix α = α k . By the above argument, there are operators σ ±,α and σ i,α on A such that R • E(|α α| ⊗ P ± ) = σ ±,α ⊗ P ± and R • E(|α α| ⊗ P i ) = σ i,α ⊗ P i .
In particular, as I B = P + + P − = P 1 + P 2 , we have
If we compress this equation by the projection I A ⊗ P 1 , we obtain
Thus, σ 1,α = 1 2 (σ +,α + σ −,α ) and since the same identity holds for σ 2,α when we compress by I A ⊗ P 2 , we obtain σ 1,α = σ 2,α . There is nothing particularly special about our use of |± here, and in fact this argument may be applied to show the same operator is obtained for any pure state on A.
The proof is now completed by a simple linearity argument. Indeed, write σ k := σ ψ,k , so we have R • E(|α k α k | ⊗ P ψ ) = σ k ⊗ P ψ , and by linearity P ψ can be replaced by an arbitrary σ B . We may then choose a channel
It follows that |α k ⊗ B is correctable for E, with a recovery operation given by R k • R.
We note that the above argument can be adjusted to show that in fact any eigenspace A ′ for σ A determines an OQEC code (which will be a subsystem when dim A ′ > 1) for the error map of the same size, via the pairing A ′ and B.
VI. CONCLUSION
Private quantum subsystems are subsystem encodings of quantum information that are privatized under the action of a given channel. In this work we have expanded upon the results presented in [2] on private quantum subsystems, by providing proofs of the results therein and expanding the analysis of the main example presented in [2] , namely the multi-qubit dephasing channel. We have added to our analysis showing that the multi-qubit dephasing channel has a private subsystem without exhibiting a private subspace. We explicitly showed that this private subsystem is not operator private, which is the first such example we are aware of. Additionally, we have revisited the set of testable algebraic conditions for private quantum subsystems, expanding the discussion of examples and providing further results for particular forms of the channels and output states.
One of the surprising structural aspects of the most general private quantum subsystem channels (in contrast to operator private subsystems) is that their complementary channel, obtained through the Stinespring dilation, is no longer necessarily correctable on the subsystem, and can in fact be private. In this work we have given an analysis and discussion of where the quantum information is leaking to in such a setting by dilating to an even higher dimensional Hilbert space than is required by the usual notion of complementary channels.
Finally, the difference between general private subsystems and operator private subsystems presented in [2] suggested there could be an analogous notion of generalized operator quantum error correction. In this work we provided an explicit definition for these codes and showed that the existence of such a code implies the existence of a standard (subspace) QEC code of the same size, determined by the fixed ancillary state used in the generalized code. Thus, the generalized notion does not lead to larger codes than what can be found in standard QEC. However, the same is true when one compares operator QEC to standard QEC; indeed, this is even obvious from the definitions of the two code types in that case. What generated significant interest in OQEC codes beyond the theoretical appeal of the mathematical framework, was that it turned out such codes can have extra features that make them quite valuable for fault tolerant quantum computing. It would be interesting to know whether generalized QEC codes have similar advantages. A next step in the analysis would be to broaden the set of generalized code examples which are neither subspaces nor operator subsystems. We leave these and other investigations on the topic for elsewhere. The increased freedom in choosing this output state to be private comes from the fact that in considering the cross terms (αβ * and α * β), while the trace over the set of states corresponding to these terms must be zero, there can be cancellation between the two corresponding terms. Therefore, unlike the case of a subspace encoding, one could have E 0 ij0 |E 1 kl0 = 0, however its corresponding pair must cancel the term out, that is E 0 ij0 |E
. There is additional freedom in the diagonal terms in order for no information about the magnitude of the amplitudes of α and β to be present in the output density matrix. The result conditions for privatization are summarized as follows:
for all choices of i, j, k, l.
Applying the above set of conditions to the case of the two-qubit dephasing channel Λ described throughout this work, we can show that there is insufficient freedom in a two-qubit subspace encoding to privatize a single encoded qubit. That is, no two-qubit subspace encoding will satisfy Equations A1 and A2 for the environment states produced by the two-qubit dephasing channel Λ.
Let the following parameters denote an arbitrary twoqubit subspace encoding: |0 L = α 00 |00 + α 01 |01 + α 10 |10 + α 11 |11 |1 L = β 00 |00 + β 01 |01 + β 10 |10 + β 11 |11 .
By the uniqueness of the Stinespring dilation Theorem up to the preparation of the ancillary states, we assume that the form extension of the channel to unitary transformation on a larger Hilbert space by preparing an additional pair of qubits in the |+ state and performing controlled-Z operations on each corresponding physical qubit in the encoding, as described in solid boxed operation in Figure 1 . The resulting mapping of the logical states is given as follows:
where the operation Z i is applied to the state |+ depending on the value of the state on qubit 1, and similarly for Z j and qubit 2. The resulting environment states therefore have the form . Thus, for all values (ij) the associated coefficients α ij and β ij will be equal to 0, implying that no private subspace encoding exists for the dephasing channel Λ that satisfy the set of conditions outlined by Equations A1-A2.
We now show that the set of conditions on a two-qubit subsystem encoding, by introducing a mixing ancilla, can be satisfied by the chosen encoding given by the first two boxes in Figure 1 .
The resulting mapping as given by the isometric extension of the channel by introducing two ancillary |+ states and controlled-Z operations will have the form
resulting in the environment states
The environment states are orthogonal unless (ij) = (kl), thus the set of conditions A3-A4 will be trivially satisfied unless (ij) = (kl). Therefore let (ij) = (kl), Equation A3 then becomes
Each side of the above equation will have one non-zero term that will be equal to 1 as all the coefficients in the encoding are of equal magnitude, therefore Equation A3
will always be satisfied. The condition set out by Equation A4 will have the following form when (ij) = (kl),
yet since the logical states have support on differing computational basis states, both sides of the above equation will always be equal to zero as for any (ijm), γ * ijm η ijm = 0.
